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Abstract of the contribution: This contribution proposes to provide UE location information to the SGW for the Small Data Fast Path solution documented in section 5.1.1.3.6 of TR 23.887. Such UE location information helps with Paging Optimizations and charging aspects.
1 Discussion
Small data fast path solution (section 5.1.1.3.6, TR 23.887) was agreed at the SA2#94 meeting. As per this solution, the MME is not aware whether an “enabled” small data fast path is active or not, since the small data fast path is activated directly in the user plane. Therefore, it is possible for the MME and the SGW not to be aware of UE’s accurate location information for a fast path. This contribution proposes that UE location information (e.g., serving Cell ID) that is known to the RAN (eNB) for a fast path be provided to the SGW for the accuracy of charging CDRs via the small data path and the MME to enable Paging Optimizations via the DDN message from the SGW. Some motivations for the proposal are listed below: 
A. One motivation for providing UE location information (serving Cell ID) to the SGW relates to charging aspects. For the small data sent over the fast path, UE location information (e.g. Cell ID) may be needed for charging CDRs. For the fast path solution, the SGW cannot get accurate UE location information from the MME. Therefore the motivation for providing UE location information to the SGW from such information known to the eNB for a fast path.  
B. It is possible for the normal bearer between the UE–eNB–SGW to be idle while the “fast path” is active. When the SGW receives downlink packet(s) on the normal bearer (not the bearer used for the fast path), DDN message is sent to the MME. The MME initiates paging via the eNB based on UE location information (i.e. stored TAI list). Knowledge of serving Cell ID at the MME will allow for Paging Optimizations. The MME can use such UE location information for limiting the paging area, thereby reducing paging signalling overhead. 
This proposal proposes that the eNB appends UE location information (e.g.Cell ID) to the uplink GTP-U PDUs in an extension header (along with other information e.g, eNB DL TEID, IP address etc.). The SGW stores and passes such UE location information to the MME in DDN message for initiating paging. SGW uses such UE location information for charging CDRs as well.

2 Proposal

It is proposed to agree the following change and document them to TR 23.887.

****************************************FIRST CHANGE******************************************
5.1.1.3.6.2
Alternative A: Small Data Fast Path 

5.1.1.3.6.2.1
General 

The small data fast path solution is intended to optimize for small data for UEs in idle mode. It describes how small data can be passed in a fast path of the user plane without the disproportionate amount of signalling caused by idle-connected mode transitions. The solution can handle small data of any frequency with upper volume limit only constrained by radio design. Small data for UE in connected mode does not suffer from the problem of excessive idle-connected mode transitions.

The Small data fast path is intended as an add-on function. That is, it does not replace any existing system function but it can be used if the network and the UE support it. This should also keep the impact on the system lower and simplify the introduction in networks. 

The basic principle of the Small data fast path is that small data can be sent when the UE is in idle mode without requiring the normal transition to connected mode. This avoids the disproportional amount of signalling when just passing a few bytes of data e.g. for reporting a M2M sensor value or sending a keep alive message from a smart phone application. 
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Figure 5.1.1.3.6.2-1: E2E small data fast path transmission

The purpose with the solution outlined here is to pass small data over the 3GPP E-UTRAN & UTRAN access with a minimum signalling overhead. Small data encryption/decryption in the SGW enables that.

Editor’s Note: 
The security solution for small data fast path is for further study by the SA3 including trust aspects. The trust aspects here imply the ability for network to trust previously relayed SGW F-TEID value for subsequent small data transmissions in uplink direction.
The small data fast path is made possible by providing the F-TEID of the bearer in the SGW to the UE. When the criterion for small data is met, the UE passes the data together with the SGW S1-U F-TEID to the eNB where it is currently camping using Uu signalling optimized for small data. The eNB assembles a GTP-U packet using the F-TEID and the data and forwards the GTP-U PDU on the S1-U interface. Since all info required to assemble the GTP-U PDU is received from the UE, the eNB does not need to signal to the MME or have any UE context information. 

Note:
The SGW Fully Qualified Tunnel Endpoint Identifier (F-TEID) is defined in TS 29.274 and includes a TEID and an IPv4 address and/or an IPv6 address.

Enabling EPS Bearers for Small data fast path

EPS bearers are enabled for small data fast path during MM and SM procedures. The SGW S1-U F-TEID is provided to the UE as part of the SM procedures when bearers are added/deleted/modified for the UE. A timeout value for the fast path is also sent to the UE. The MME enables one (or more) of the established bearers for small data fast path. GBR bearers should not be enabled. No bearers are enabled when the SGW does not support small data fast path function. 

The MME derives small data security information and provides to the SGW as part of session management. A timeout value assigned by the MME for the fast path is also included. The SGW stores the security information for the PDN connection, enables indicated bearers and acknowledges to the MME that bearers have been small data fast path enabled. 

Editor’s Note: It is FFS when the small data fast path is enabled, e.g. per subscription, per APN, or always enabled, etc.

The small data fast path is intended to be done per bearer as the S1-U (GTP-U) operates per bearer. It would also minimize the impact in the UE, eNB and the SGW. Responding to paging for DL small data when there are multiple fast path enabled bearers, may use a specific optimized Uu signalling instead of sending an UL dummy IP packet on each bearer. This is FFS by RAN.

Small data initiated Up Link 

The following figures show an example of how mobile originated small data packet is passed from the UE up link (UL) and how a subsequent small data IP packet is passed back to the UE down link (DL). 
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Figure 5.1.1.3.6.2-2: LTE small data fast path transfer of one IP packet pair
1.
An UL IP packet for an idle mode bearer that is enabled for small data fast path and where the IP packet meets the criteria for “small data” (e.g. packet size, number of arrived UL packets, local UE configuration, the application has indicated that this can be treated as small data etc) is integrity protected, encrypted and sent to the eNB using optimized Uu signalling together with the SGW S1-U F-TEID and the fast path timeout value.

2.
The eNB allocates a new eNB S1-U F-TEID for the fast path, assembles a GTP-U PDU using the received data, adds a GTP-U extension header with the eNB S1-U F-TEID and the serving Cell ID , and forwards the GTP-U PDU on the S1-U interface to the SGW. Information is stored in a temporary small data fast path context.

Editor’s Note:
The details of the optimized Uu signalling and the content of the temporary fast path context in the eNB are for further study by RAN.  

3.
The SGW receives the small data GTP-U PDU, decrypts and checks the integrity protection, saves the eNB S1-U F-TEID and the serving Cell ID in its bearer context and sets the fast path for the bearer as active. A timer is (re)started (at each UL packet). The SGW forwards a GTP-U PDU on the S5/S8 interface to the PGW. 

5.
The SGW receives a GTP-U PDU on the S5/S8 interface on a bearer that has an active fast path. The SGW integrity protects, encrypts and forwards the GTP-U PDU on the S1-U interface to the eNB.

6.
The eNB uses the active fast path to initiate optimized Uu signalling to forward the small data to the UE. The UE decrypts, checks integrity protection, and passes the small data to the receiving IP stack. 

Editor’s Note:
The details of the DL fast path handling in the eNB, e.g. the handling from step 2 to step 7 above, are for further study by RAN.  

If the UE has moved to another cell, the eNB returns a GTP-U Error Indication to the SGW. The SGW sets the fast path as inactive and fallbacks to paging (indicating DL small data). 

7.
At the timeout of an active fast path (e.g. 5 sec), the small data fast path information is removed in the UE, the SGW and the eNB. 

The example described above shows one UL and one DL packet, but the procedure does not limit the number of small data packets that can be sent between the UE and the network as long as the fast path is active. However, depending on the characteristics of the optimized Uu signalling, constraints on the data passed in the fast path might be necessary.  

To support mobility when the small data fast path is active (i.e. from step 1 to step 7), the UE signals cell updates to the RAN. An eNB that already has an active small data fast path for another cell for the UE, updates its temporary fast path context with the new cell related information. A new eNB node that didn’t have any active small data fast paths for the UE, establishes the small data fast paths using information it received from the UE. In addition it sends a dummy uplink GTP-U PDU on the UE’s active fast paths (e.g. in form of a dummy uplink GTP-U packet) including the information necessary in the SGW to send subsequent DL data to the UE (e.g. eNB S1-U F-TEID, Cell ID).

Editor’s Note: 
The small data fast path information should be removed when a UE transitions to connected mode. It is FFS if it may be beneficial to preserve it in certain situations e.g. eNB X2 HO.
Small data initiated Down Link

Small data initiated DL, that is, DL data received in the SGW on a bearer where fast path is enabled but not active (i.e. the eNB S1-U F-TEID is unknown), is handled as described in the figure below. It should be noted that compared to when small data is initiated UL, an additional paging of the UE is required. However as approximately 2/3 of all service requests are initiated by the UE in today’s mobile networks, the majority of small data sent in a fast path would not require any paging signalling. 
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Figure 5.1.1.3.6.2-3: LTE small data fast path transfer initiated down link

2.
The SGW receives a GTP-U PDU on the S5/S8 interface. If the bearer is idle and fast path enabled but not active and the criteria for small data are fulfilled (e.g. packet size, number of arrived UL packets, local UE configuration, etc), the SGW pages the UE indicating DL small data. If the SGW receives UE serving Cell ID via the uplink fast path GTP-U PDU, the SGW forwards Cell ID information to the MME in the DDN message.
 3.
If the MME receives Cell ID information from the SGW, the MME may send paging message only to the eNB derived from the Cell ID received in the DDN message. If the MME does not receive paging response, the MME pages the UE in the whole TAI list. If user location information (Cell ID) is not included in the DDN message, the MME pages the UE in the whole TAI list.
NOTE:
Such paging optimization mechanism can also be applied to the DL packet(s) received at the SGW on the bearer(s) which is/are not activated for the fast path.
4.
The UE responds to the small data page by sending a dummy IP packet uplink in the fast path. If there are more than one fast path enabled bearer, a dummy IP packet on each bearer.

Editor’s Note:
The details of the optimized Uu signalling and if the dummy IP packets are generated in the UE or the eNB are for further study by RAN.  

6.
The SGW receives a GTP-U PDU with small data on the S1-U interface, it decrypts and checks the integrity protection. The eNB S1-U F-TEID and Cell ID are saved in the bearer context and the fast path is set to active. A timer is (re)started (at each UL packet). The dummy UL IP packet is discarded. The SGW sends a DDN Complete message to the MME (to stop any additional paging attempts). 

7.
The SGW sends the buffered DL packet (encrypted and integrity protected) on the S1-U interface to the eNB. 

5.1.1.3.6.2.2
Impacts on existing nodes and functionality

The small data fast path can be introduced in any order in affected network nodes. As the fast path is an “add-on” feature and is triggered to become active by the UE, it will become active when all involved entities (i.e. the UE, eNB, SGW and MME) all support the small data fast path. This facilitates introduction of the feature in networks.
The UE should be capable of:
-
Receiving the SGW S1-U F-TEID for fast path enabled bearers and derive security keys;

- 
Sending and receiving encrypted small data in the fast path using optimized Uu signalling and responding to paging for DL fast path small data. UE impacts are summarized by the description of step 1 & 6 in figure 5.1.1.3.6.2-2 and step 4 in figure 5.1.1.3.6.2-3.

The eNB should be capable of:

-
Receiving and sending small data on Uu using optimized signalling and on the S1-U interface using GTP-U PDUs and keeping small data fast path related information in a context until a timer expires;

The SGW should be capable of:


-
Maintaining a small data security context within the PDN connection and small data fast path parameters within enabled bearer contexts until a timer expires;

-
Forwarding GTP-PDUs between S5/S8 and S1-U and when the idle bearer has an active small data fast path perform security protection of the data, or trigger paging for DL small data for non-active fast path;

The MME should be capable of:

-
Send the SGW S1-U TEID to the UE for bearers to be small data fast path enabled when the SGW supports it. 

-
Derive small data security keys and send to the SGW as part of existing Session signalling. 

5.1.1.3.6.2.3
Alternative A evaluation
***************************************END OF CHANGE*****************************************
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